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Abstract— S-Net is a software system designed for analyzing large B. Extensibility

databases of Internet packet headers. S-Net runs on Unix, and analysis is I L . . .
carried out using the S language for visualization and data analysis. There Flexibility of analysis in S-Net is provided by the design of

are three goals in its design: (1) to allow, despite the large size of databases,Unix and S, which allow ready extensibility, so the user is not
comprehensive analysis — detailed analysis down to the level of individual bound by only those tools in the system

observations, together with analysis by summaries of behavior that aggre- " . . .
gate many observations; (2) to provide an extensible environment so that ~ Network researchers are familiar with the design of Unix, and

analysts can readily tailor methods to the specific objectives of their analy- why this allows ready extensibility, but S is less widely known.
ses;_and (3) to provide an imp_lementation based on public domain softvyare, But in many ways, S, which won the ACM Software System
maklng S-Net readily accessible to networ_k researchers. S-Net is available Award for 1999 reflects the Unix programming design. It gives
at http://cm.bell-labs.com/stat/InternetTraffic/S-Net. )
the analyst the flexibility to tailor analyses to the specific ques-
tions being asked of the data. S contains many functions written
to carry out statistical analysis. They are not compiled, come as

There have been many useful tools developed by network &gurce with the system, and are interpreted by the S executive
searchers for analyZing Internet traffic data. A ComprehenSMen they are invoked. S-Net includes S functions for carry-
survey is available at CAIDA [5]. Most of these available toolgg out specific methods we have found useful for analysis of
provide summary reporting for variables such as packet courigader databases, but the analyst is not bound by these routines.
byte counts, and flow characteristics. All S-Net tools come as source and can be used as is, modified,

To provide a more flexible, comprehensive analysis enviropr ignored by someone who wants to achieve the purpose of the
ment for packet header data, we have developed S-Net [7].tdbls in a different way.
runs on Unix and uses C, Perl, and the S |anguage for ViSUaliZaS_Net tools can beut_of-box which means S functions are
tion and data analysis ([1], [9]). The S-Net software consists @géed without modification; they can bmodified out-of-box
database managementtools written in C, Perl, Unix commangich means simple changes to functions are carried out; or they
and S, and analySiS tools written in S. Computationally inteaan bero”_your_own which means major Changes are made or
sive data processing and database management are carriegyfgtly new functions are written.
using Perl programs, C programs, and Unix commands. SUmsg has another dimension of extensibility. Tools written in C or
mary and detailed analysis, and less computationally intensjy@ng Unix system commands can be called from within S-Net
database management, are carried out using S. by S commands and have the results returned as S objects. So

many tools in the above CAIDA survey could be readily incor-
A. Goals .
porated into S-Net.
Goal 1 in designing S-Net and building database and analy-

sis tools is to provide for the study of large amounts of pack€t Public Domain
header data, but at the same time enable comprehensive analy;, i sjementation uses the Linux version of Unix, and the R

sis: detailed characterization, visualization, and modeling of thg, i (1141 11.31) of the S lanauade. both in the public domain
data, down to the level of individual observations, and summary ([241. 13D guage, P '

sta_ttistics that summarizg behavior. One approach to the af[&."(:omprehensive Analysis
ysis of large databases is to use only summary analysis: carr ) . ) ) )
out queries that retrieve aggregates of the detailed data, and thépomPrehensive anal¥5|s, detailed and summary, is achieved
analyze the resulting reduced information. While the study BY five aspects of S-Net: (1) a dataflow that progresses from raw
summaries is important, it cannot always succeed in exploitiRgcket header Unix files, to primary and secondary UNIXfiles,
fully the information in a large database. and then to S objects; (2) time blocking with repetitive analysis
Goal 2 is to make comprehensive study flexible. S-Net hasa Preak headers from a single monitor into many time blocks,
collection of tools that accommodate widespread tasks carrhtf the same analysis for all blocks, and then combine the results
out by network researchers; but in addition, S-Net provides §hthe analyses; (3) a combination of tools that show the detail
environment that allows an analyst to readily alter tools or buil the data and tools that summarize behavior; (4) mechanisms
entirely new ones. In other words, the system is extensible. 10F taking into account, the immense impact that the magnitude
Goal 3 is to implement S-Net using public domain softwa/y statistical multiplexing has on the properties of many traffic

to make it readily accessible to network researchers. variables; (5) multipage visualizations using trellis display in
S, a visualization framework that allows the analyst to create a

The authors are members of the Mathematical Sciences Research Center@ﬁl@e display with perhaps hundreds of pages and tens of panels
Labs, Murray Hill. Contact E-mail: dxsun@research.bell-labs.com. This re-

search was supported, in part, by DARPA under federal contract No. F3066ET page.. COIIeCt'Velyv .these aspects amount to a strategy for
00-C-0034. approaching the analysis of packet header data.

I. INTRODUCTION



TABLE |
Trace Group: name including length of trae&umber: number of traces
Extensibility and a public domain-system came easily; weLink: speed and link layer protocellog,, c: log base 2 average number of

E. Contents of Paper

simply used languages and systems with high extensibility and active connections
chose public-domain versions of the languages and systems.
The effort in S-Net was building a system that allowed com- Trace Group | Number Link log, ¢
. . . . . AIX1(90sec) 23 622mbps PoS | 13.09
prehensive analysis. The purpose _of thl_s article is to convey the AIX2(30s60) >3 622mbps PoS | 13.06
components of S-Net and how their design enables comprehen- COS1(90sec) 90 156mbps ATM | 10.83
: : f COS2(90sec) 90 156mbps ATM | 10.81
sive analysis of packet header data. In_ doing so we shpw, as NZIX(Emin) 00 T00mbps Eth | 10.75
examples, the use of a few S-Net tools in two major studies of NZIX7(5min) 100 100mbps Eth | 9.60
Internet traffic variables. Sections Il and Ill present the exam- mi:éggm:zg 188 iggmggz EIE g-gg
ples, Section IV discusses analysis strategy for comprehensive NZIX2(5min) 100 100mbps Eth | 7.32
analysis. Section V lists out-of-box tools and variables. Sec- QBIZEIT&(SSWH)) égg iggmgps E:E éé;
. . . . min mbps .
tion VI discusses hardware, implementations, and databases. NZIX3Gmin) 100 | 100mbps Eh | 6.54
BELL-IN(5min) 500 100mbps Eth 5.98
. BELL-OUT(5min) 500 100mbps Eth 5.94
[I. FSD: OPEN-LOOPINTERNET NZIX1(5min) 100 100mbps Eth | 4.42

PACKET TRAFFIC MODELING

In a series of studies using S-Net, we investigated the statis-
tical properties, including the long-range dependence (LRD), Bécket Variables
four packet traffic variables: packet arrival times, inter-arrival

times, packet counts, and byte counts ([2], [3], [4]). (We omjt . o . .
. . ! ace. Consider packets arriving on a link for a single trace

the discussion of the byte counts here.) We discovered that the . ? L .

wherej = 1 corresponds to the first arriving packgt= 2 to

magnitude of statistical multiplexing had a dramatic effect e second. and so forth. We suppose that the timestamps oceur
the statistical properties. We found that very simple statisticat T ' T .
models, FSD models, which consist of a fractional ARIMA Iues1 the beginning moment of transmission. For packet counting

' ’ b rposes we divide the time block of each trace into sub-blocks

white noise, do an excellent job of describing the properties aR . S i
how they change with the magnitude. The FSD models can Eequal length. The length of the time blocks in this presenta

used for open-loop generation of packet arrivals and sizes tion is 100 ms.
P g b ' ;i = the packet sizes, headers plus data but not link layer

In one study, we an_alyzed 2526 pack_et trgces, 5 min or goeiﬂzz]apsulation.
duration, from 6 monitors [3]. Table | gives information about .4 _ .
the traces. COS and AIX are from the NLANR database [1(H g; " = the encapsglated packet sizes, headers plus data plus
NZIX is from the NZIX-1I database [11], and BELL is from hk Iayerenca.psul'atlon.
the Bell Labs database [6]. The six monitors get packets from® ~ the arrival tlmes_. o .
15 interfaces. For NLANR, each interface has its own monitor. i = @j+1 — a; = the inter-arrival timest} = log ;.
At BELL, two local interfaces, the two directions on the wire, Pi = the number of; falling into theith sub-block.p; =
are multiplexed because transmission is half-duplex. At NZI¥8 Pi- . _ _
monitoring is carried out on a port that receives multiplexed mir- The j-th packet, whose encapsulated sizg/¢, is transmit-
rored streams from the 9 interfaces on the switch. For these t{§§ during the beginning of the interval fram to a;.,, whose
monitors, we study the full stream, but also the individual il€ngth ist;.
terface streams because queueing is minor in both cases. (2 it} = ¢;*/link.speed = the time to transmit packet
terfaces for NZIX are ignored because of very low loads.) THauppose there is no measurement error. We h]axzet;.”i". If
final resultis 15 interfaces, including the two multiplexed monthe (;j + 1)-st packet is back-to-back with theth, ¢; = 7"
tor streams. The table shows the time interval for each trace, the, = q;_“P /t; = the one-packet bandwidth. This variable is
link speed, the link layer protocol, and the mean of the log bage: highest resolution bandwidth measurement.
2 of the average number of active connections for the traces injglations of the inequality; > t;,m’n can occur from mea-

the group. surement error resulting ity < ¢ Of course, there can be
To study the data, we used many S-Net visualization tookmall violations due to timer resolutiongs, so to assess non-

detailed and summary. First, individual measurements of th&solution error we work with™i" + res.

packet traffic variables are displayed for each trace. Each de- !

tailed tool produces one display per trace, which means 258cket Summary Variables

displays for the tool. How we managed this is described in Sec- ) )

tion IV-E. Then each summary metric for all traces are displayed V& NOW turn to packet summary variables, which have one

together in one plot. value per trace. _
Y = the percent of packets that are back to back witbr

more following packets. Packgtis taken to be back-to-back
with packet;j + 1if ¢; < 7" + res.

We will introduce mathematical notation to explain the tools v = the coefficient of variation of thg;, the standard devia-
used in the study. tion divided by the mean.

We begin with packet variables, which have many values per

A. Notation
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Fig. 1. Log inter-arrival time is graphed against log encapsulated packet skig. 2. Quantiles of log one-packet bandwidth are graphed against uniform
for an NZIX(5min) trace. This out-of-box tool is described in Section II-B.  quantiles for the same trace as in Figure 1. This out-of-box S-Net tool is de-
scribed in Section II-B.

¢ = the average number of active connections, where we av- L 48 80wk L
erage across all times in each trace= log(c). o E0So) o) Aa0e) )
71 = the one-step entropy of a time series and is applied to = : r
three time series —;, ¢}/, andlog(p;) — where each series ] ; / i
is normalized to have mean 0 and variance-lis the error of = i : i
prediction of the series from its infinite past. < = < 1. If 04 R i - -
71 = 1 the series is independent (uncorrelated): ifis close o 1 e
to 0, the series is highly dependent in the sense that it can b& - - a0
predicted reliably from the past. § ] j‘r o
2 b ol F 10
B. Time-Stamps and Back-To-Back Packets § 1 e Nz‘xs(.r,mf“’ TEE) e
Figure 1 applies one visualization tool of S-Net to one trace § = - r
from the NZIX(5min) trace group. For this toolog(t;) is £ ] -
graphed againsbg(q;*) for each packet. There are two curves % i
at the lower envelope of the pldtig (¢} + res) vs.log(¢j""). s o 1 e i -
Any point below the lower curve, an impossible value if there E ] e
were no measurement error aside from timer resolution, occurss - Lo
because of delays in writing the timestamps. Figure 2 showsg | o
another tool, a log one-packet bandW|dth qugntlle plot. On _the 1 s i o [
plot, thei-th largest log one-packet bandwidthis graphed against | NZIX1Em) BELLOUTGM) BELLING) |
(i — 0.5) /number.of.observations. Values of the one-packet 50 - -
bandwidth greater thahine.speed (100 mbps in this case) are o i
the result of measurement error. 20 S -
In Figure 1, no point is below the lower boundary, so the mea- N g ~=-- % ‘ »s#” 1
surements pass this test with flying colors. In Figure 2, a small 4 6 8 10 12 1 4 6 8 10 12 1
fraction of points are S|Ight|y above 100 mpbs NZIX-Il was the Log Average Number of Active Connections (log base 2 number)

top monitor in our study with virtually no points below the lower _ _
3. The percent of packets back-to-back with one or more following packets

bou_ndary on the _|nter—arr_|val—3|ze pIOt. Thisis no surpns_,e gIV‘TEsH%Iotted against log average number of active connections. This modified out-
the immensely high quality of the measurement operation. Téhox S-Net detail tool is described in Section II-B.

remaining monitors did show violations, the effects of monitors
getting behind, but the effects were minor.

Queueing at the link input causes packets to be back-to-baglored values of/,, for k = 1, 3, and 5. Figure 3 is a trellis
which in turn causes, if the amount of queueing is large enougtisplay ofi, againstc* for each of the 15 trace groups. There
changes in the statistical properties of thend thep;. We ex- are 15 panels, one per trace group, and each point on a panel
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Fig. 4. Log 100 ms packet counts divided by their mean are graphed against time
for two NZIX(5min) traces. This modified out-of-box S-Net tool is described in
Section II-C.

4 6 8 10 12 14 4 6 8 10 12 14
displaysy; against* for one trace in the group. The panels are Log Base 2 Average Number of Active Connections

ordered, left to right and then bottom to top by the trace gro
9 b by 9 Fp Log coefficient of variation (standard deviation divided by mean) of

*
means ot~ Shown*m column 4 of Table I. For all trace groups packet counts is plotted against log average number of active connections. This
11 increases withe* as expected. The values 9f vary sub- modified out-of-box S-Net tool is described in Section II-C.

stantially from panel to panel reflecting very different amounts
of one-or-more packet queueing among the trace groups.
D. Long-Range Dependence (LRD)

C. Statistical Variability of Packet Counts The mathematical theory of multiplexed point processes stip-

The mathematical theory of multiplexed point processes stiglates that the LRD of the packet inter-arrivalg, and the
ulates that the statistical variability of the should decrease packet sizesy;, should always be present, but should have less
with the trace summary measurgthe average number of ac-and less influence as the magnitude of multiplexing increases;
tive connections. Our trace summary measure of the amountothe average number of active connections, is a summary mea-
statistical variability will be the coefficient of variatiom, the sure of the magnitude for each trace. The theory also stipulates
standard deviation of the divided by the mean. Theory says that the LRD of the packet counts;, should remain the same
should decline like==%-> until non-trivial queueing sets in. Thiswith ¢ until the amount of input queueing becomes non-trivial;
means that the variation j»/p for a trace, wherg is the mean but because the statistical variability of thedecreases with,
of thep;, should decline across tracescaacreases. the LRD becomes less and less salient because the magnitude

To check the validity of the theory, the tool in Figure 4f the bursts due to LRD decreases Ggtt;, andp; be the
graphs the log base 2 of 100 mg/p for two traces from the normalized time series q;, andlog(pz) with mean 0 and
NZIX(5min) trace group. For the bottom panelshown in the variance 1. We use the power spectrum and the one-step entropy
strip label at the top, is 1057 connections, and for the top pargimmary measure; , measure to study the LRD ¢f, #;, and
it is 3168 connections. Clearly the variability is much greater .
the bottom panel than in the top. Figure 6 graphs the one-step entropy summary measgre,

Figure 5 graphtog(v) against* = log(c) for each of the 15 againstc* = log(c), for the;. Each panel shows the values
trace groups. The lines are the best fitting (least-squares) lioeone trace group. Figures 7 and 8 do the same fogttand
with slope—0.5. If the theory applies, the pattern of the point¢he p;, respectively. The theory holds up well on these plots.
should follow the line. In fact, agreement is quite good, surprifor theg;, 7 increases toward 1. For tlfg there is no con-
ing for trace groups COS and AIX because Figure 3 shows thsistent pattern. For thg, 7, increases toward 1 for most trace
values ofy;, the percent of back-to-packet packets with one groups except AIX1(90sec), AlX2(90sec), NZIX7(5min), and
more following, gets quite large, which should caust sta- NZIX(5min), where it decreases a bit. The tool coming next,
bilize; it is likely that for packet counts with intervals lengthdhe power spectrum, shows the decline is due to an increase of
smaller than 100 ms, it would do so. very short-range dependence and not an increasing LRD, which
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in Section 1I-D.
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described in Section II-D.

is very small in influence for these trace groups.

The nature of the long-range dependence of the three time se-
riesg;, p;, andi; is persistence: a positive autocorrelation func-
tion that falls of very slowly. The persistence results in power
spectra that tend to infinity at frequency 0.

Figure 9 graphs 3 power spectrum estimateg;fdrom each
of the 15 trace groups. There are 45 panels on the display bro-
ken into 15 sets of three panels, one set per trace group. Go-
ing through the traces groups from left to right and then bot-
tom to top, the order is the same as that of the groups in Fig-
ure 7. Within each set of three panels, the value*dbr which
the spectrum is estimated increases left to right and is shown
at the top middle of each panel. In the figure, the general pat-
tern for smaller values af* is very large power at low frequen-
cies, a rapid rise as the frequency tends to 0, and an overall
monotone decrease in power as the frequency increases from
0 cycles/packet to 0.5 cycles/packet. This is a result of the
persistent long-range dependence in the size time series. But
this pattern changes with* as follows: asc* increases, the
fraction of low-frequency power decreases and the fraction of
high-frequency power increases; this means the long-range de-
pendence decreases, and the estimates tend toward the constant
spectrum of white noise. This happens for each trace group in-
dividually, going through the panels for each row. This also

Fig. 7. One-step entropy for the packet size is plotted against log average nffAinnens across trace aroups as well: the groups toward the to
ber of active connections. This modified out-of-box S-Net tool is described in pp 9 P . 9 P P

Section II-D.

with higherc* have less long-range dependence than those at
the bottom with lower

Figure 10 graphs the 3 power spectrum estimates;fasing
the same method as in Figure 9. For each trace group other than
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Fig. 9. For each of the 15 trace groups, the power spectrum for packet siz€ig. 11. For each of the 15 trace groups, the power spectrum for packet count
plotted against frequency for a set of 3 values of the number of active connicplotted against frequency for a set of 3 values of the number of active connec-
tions. This roll-your-own S-Net tool is described in Section II-D. tions. This roll-your-own S-Net tool is described in Section II-D.
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g frequency increases from 0 cycles/packet to 0.5 cycles/packet.
L I This is a result of the long-range dependence of#the But
o L - i asc* increases, the fraction of low-frequency power decreases,
[ the fraction of high-frequency power increases, and the spectra
e approach the spectrum of white noise. For AIX1, AIX2, NZIX7,
[ and NZIX, asc* increases, the spectrum near 0 decreases but the
L - L R | N spectrum at high frequencies decreases as well so that the end

result is a log spectrum that is not flat and decreases slowly as

e T ettt et Trareetenr T | Faevorane T matorase v varuac] the frequency increases. This is the spectrum of a time series
20 56 7.2 8.7 6.6 7.7 8.8 8.1 8.8 9.5

- with very short range dependence.

L L k L L L L | I Figure 11 graphs the estimates of the power spectrufy. of

L They show the expected long-range dependence, the rapid rise at

e e e [ e e e e e frequency 0. For each trace group, the spectra show little change
s e [ ez B with ¢*. Furthermore, the spectra for different groups are very

k L . 42 [.6 Lg k“ km QA similar.

11 IIl. PACKMIME: CLOSED-LOOPINTERNET

NZiXi(m) | NZxiGm) | NZixiGm) | [BELLOUTENIBELLOUTE[BELLOUTEN)] | BELLINGM) | BELLNGM) | BELLNGmL |
Rin Log NAG | Wid Log NAG | Max Log NAC | [ Min Log NAC | Wid Log NAC | MaxLog NAC | |[Min Log NAG | Mid Log NAC [ Max Log NAG

26 | ae 7 s ] 6 . k R TR PACKET TRAFFIC MODELING

k k L L L L In another study using S-Net, we developed models for HTTP
N [ application connection variables. We call the collection of re-
T T sulting models, PackMime. The purpose of PackMime is to
Frequency (cyles/packet) provide stochastic generation of application requests for net-
work simulators such as NS, which in turn provides closed-loop
inter.arival 1 plotted against frequency for & set of 3 values of he number g0 nd Of packet traffic. As in the study of Section II, we
g]cg\r/earcrgvr?necti%ns. ThigsJ roII—yourC—]own é—Net tool is described in Section ”_D&scovgred that the magn!tuqe of Statls_tlcal multiplexing had a
dramatic effect on the statistical properties.
Here, we show a few tools applied to one connection variable:
for AIX1, AIX2, NZIX7, and NZIX, the general pattern is very HTTP start times. The data are the arrival times of client HTTP
large power at low frequencies, a rapid rise as the frequer8YN packets on the link for the 500 BELL(5min) traces in Ta-

tends to 0, and an overall monotone decrease in power as liteel. The magnitude of multiplexing also has a major effect on

Log Spectrum (decibels)
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326 Let w be a random variable that has a Weibull distribution
with shape parameteérand scale parametar Then(w/a)* =

u whereu is a unit exponential. So X = 1, w has an exponen-
tial distribution. For\ < 1, the upper tail ofw is heavier than
/ that of the exponential, but asincreases to 1, the upper tail
/

becomes less heavy.is a trace summary measure of thehat
describes the shape of their marginal distribution, in particular,

i // | 5 the heaviness of the upper tail.

B. Marginal Distribution

|
N
T

such a case, the inverse of the slope of the pattern is the Weibull
shape parameter, which is 1 if the Weibull is an exponential.

In Figure 12, the pattern of the points follows the quartile line
well on both panels. There are deviations at the bottom end of
= the distribution. The empirical distribution is truncated to the
transmit time of a minimum-size packet, 40 bytes plus encapsu-
lation. This effect, which increases with the magnitude of the
multiplexing, is never more than minor for the 500 Bell(5min)
= traces; for the two plots of the figure, the vertical lines show
the truncation affects no more than 5% of the data. The inverse
slopes of the patterns of the points, the Weibull shape parame-
ters, are both less than 1, but in the top panel the shape, is con-
10 5 o siderably greater, so the distribution is closer to an exponential.

We fitted the Weibull distribution to the 500 BELL(5min)
traces and plottedl againsfp* to see how the parameter changed
Fig. 12. Log HTTP connection inter-arrivals are graphed against the log quzmi—th the magnitude of the multiplexing. Figure 13 shows the re-

tiles of an exponential for two BLL(5min) traces. This out-of-box tool is de- Sult; the parameter tends toward 1 with an increase in the load,
scribed in Section 1lI-B

-g / We studied the marginal distribution of theof each trace by

< il / L 10 a Weibull quantile plot. Figure 12 shows this S-Net tool for two
E / BELL(5min) traces. The; are graphed against the log quantiles
5 of the exponential. The oblique line is drawn through the 25%
B and 75% quantiles. The vertical lines show the 5%, 10%, 25%,
g 299 75%, 90%, and 95% quantiles. The valuepds shown in the

;’ / strip label at the top of each panel. If the pattern of the points
E / is a line, then the; are well approximated by the Weibull. In
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Log Base 2 Exponential Quantile

the statistical properties of application connection variables, but
in this case itis convenient and natural to use the number of new
HTTP connections per second as the measure of the magnitude
of multiplexing.

A. Notation

We will introduce mathematical notation to explain the tools
used in the study.
Application Connection Variables

We begin with application connection variables, which have
many values per trace.

a; = the connection arrival times.

tj = aj11 — a; = the inter-arrival timest} = log(t;).

Inter-Arrival Weibull Shape Parameter

Application Connection Summary Variables - o ) 4
We now turn to application connection summary variables, Log Base 2 Connection Arrival Rate

which have one value per trace. i i . .
- . \I&g 13. Estimates of the Weibull shape parameter are graphed against the log
p = the average numbgr of new HTTP connections, where Wge number of new connections per second for tE& B5min) traces. This
average across all times in each trage= log(p). out-of-box tool is described in Section I11-B.



that is, the inter-arrival marginal tends toward the exponentialof individual users. The larger values of ttjeon the plot tend to
be quiescent times until the click of some user occurs. In the top
C. Long-Range Dependence (LRD) panel of Figure 14, the bursty behavior at the small time scales
. . has disappeared. Becaysés much larger, the SYNs of more
Th.et.j for .HTTP |r_1ter-arr|\_/als also have a c_omponent of _LRDusers intermingle, and the behavior of individual users is broken
and it, just like the inter-arrivals of packets, is reduced with t

! L . Thet; are headed toward independence.
magnitude of multiplexing.

The S-Net tool in Figure 14 reveals changing properties in thg¢. A NALYSIS STRATEGY FORCOMPREHENSIVEANALYSIS
tj. I the botton_1 panel, for one BELL_(5m|n) traag,= l_og(tj) A. Data Elow
is graphed against;. The value ofp is 1.99 connections/sec.
The log on the vertical scale is vital becausettheary by sev- ~ Figure 15 shows the data flow of S-Net. Primary flat-file
eral orders of magnitude. The horizontal scale, however, céjects are compressed flat ASCII files that form the master
veys arrivals and inter-arrivals on the original scale. The télgtabase in the S-Net analysis system. One example of primary
panel of Figure 14 plots another trace witkequal to 32.6 con- files is the headers of a single monitor broken into time blocks
nections/sec. (by packet arrival time) with the headers in a block ordered by
In the bottom panel of Figure 14, the data form distinct vetbeir timestamps. This is what was accessed to carry out the
tical bands, taking values in the middle of the distribution ginalysis described in Section Il. A second example, again for

values. These are bursts of connections caused by single cligk&ngle monitor, is headers of TCP packets organized by TCP
connection; each time block has the packets of all connections

that start in the block, the packets in the block are organized by

I connection, the connections are ordered by their start times (ar-
rival times of SYN packets), and for each connection the packets
are ordered by their timestamps. This is what was accessed to
carry out the analysis described in Section Ill.

1 o Secondary flat-file objects are compressed flat ASCII files
" containing derived quantities from the primary flat-file objects.
For example, for the TCP connection primary files, secondary
files might be the counts of connection starts in 10 ms intervals.
. L 5 Secondary flat files or pieces of secondary flat files are read into
g
L
.g Raw packet header traces:
< 10 crl(oc3mon)/tsh, tcpdump, DAG
. , L
= Unix tools (c, perl)
S
E LeE Packet headers in time order
S (with fixed-number of fields)
O
o .
||: - .- Unix tools (c, perl)
T . -
~ 07 .- K B
2 Liw . Primary flat file objects
m ' i 1
| T T P S S Unix tools (c, perl)
-5 ' I S - L
- Secondary flat file objects
10 R po . | S programs
i - S objects
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Reports and graphics

Fig. 14. Log HTTP inter-arrival time is graphed against the arrival time of the

first packet of the pair that forms the inter-arrival time. This out-of-box tool is ] ] )
described in Section IlI-C. Fig. 15. Data Flow in the S-Net environment.



S as S objects. C. Detailed and Summary Study

szgm?rhyeﬂsagcflc:iz:rnd;:tli'I\(/eir);rlzrgfegferg be_rt.; Or;gri{i ag(e:x_:c-_ It is important to have tools that allow study in the finest pos-
yses. y ' Wi P 'sfﬁhe detail. In effect we seek tools that allow us to see ev-

analys_es in mind. Fl_thherda_tabase management occurs thr(_)g individual measurement. For example, in Section lll, the
selecting just some information to be read into S. The resulti ibull quantile plot of inter-arrival imes, and the plot of log

reads create S objects that typically form the basis for a SPECEe - arrivals against arrivals, both show every arrival in a trace.

analysis; but in the course of the analysis many new S data? Section Il, the plot of log inter-arrival against log encapsu-

jects are of_ten created to provide more focussed access of d?é?ed size, the plot of one-packet bandwidth, and the plot of log
This design of the data flows contributes to the ease of co

hensi vsis. The flow f . ket files acket size minus the log mean against time all show individual
prenensive analysis. € flow from primary packet fles 10 3q 55y rements of the variables under study. Anything less runs
objects makes it far more convenient to carry out detailed stu risk of missed effects. Summaries, with one value per trace
because the analyst is typically spending time altering analyse ' ' '

. . g extremely useful, but are not nearly enough. In Sections Il
thr_ough access of S objects and segondary flaf[ files, rather t A 11, plots of summaries against measures of the magnitude of
going all the way back up to the primary flat files (or the ra

L . X . Itiplexing are critical to the anal re hardly enough.
packet header traces), which is tedious and tlme—consumlng?{@#tpe g are critical to the analyses, but are hardly enoug

course, it does require some foresight about the likely courge

. S X Multiplexing
of an analysis and strategic thinking about how to form objects
down the flow to enable more efficient analysis. Statistical multiplexing needs to be at the core of many stud-
ies of Internet packet header data. The magnitude of statistical
B. Time Blocking with Repetitive Analysis multiplexing has a large impact on the statistical properties of

We have found that a useful strategy for achieving compredy vgriables, b_Oth packet variables and gpplication_ connec-
9y J p'%:)n variables. This is amply demonstrated in the studies cited

hensive, detailed analysis is time blocking with repetitive analj)— ) Land Il P . d 1o be related
sis. Suppose we have a long trace from a monitor covering m )ﬁectlons }and il. ro.pertlgs need to be related to Mmeasures
dhe magnitude of multiplexing such as the number of active

days, weeks, or months. We break the trace into time blocks,

apply the same analysis to all blocks. The number of blocks C%%nqections or the ”“_m_ber of connections ber second. _S—Net
(and often should) be in the hundreds or thousands. Sectiongrﬁv'deS ample capabilities to take the magnitude of multiplex-

and Il are two examples. Ing into account.

A critical issue is the length of the time blocks. Some issu Trellis and Multipage Display
call for longer blocks, others shorter. First, we want stationarity
of phenomena over a block. This pushes toward shorter blocksTime-blocking and trellis display [8] go well together. Trellis
But we need to have a time block long enough that the phis-a framework for the visualization of multivariable databases.
nomena under study can come to completion. For this purpd&emost prominent aspect is an overall visual design, reminis-
we can in a sense extend beyond the block; for the exampleceht of a garden trelliswork, in which panels are laid out into
Section Ill, we study all flows that begin in a 5 min block, butolumns, rows, and pages. On each panel of the trellis, a subset
measure aspects of the flow that extend beyond the block. &ithe data is graphed by a display method such as a scatterplot,
nally, we need to take the computational burden of the tools intarve plot, boxplot, 3-D wireframe, Weibull quantile plot, or dot
account; more burdensome tools call for shorter blocks. plot. Each panel shows the relationship of certain variables, the

For the example in Section Il on packet traffic modeling, arahnel variables, conditional on the values of other variables, the
the example in Section IIl, 5 min was a reasonable choice. Toenditioning variables. The strip labels at the tops of panels are
major issue that pushes toward shorter blocks is diurnal variadicators of the values of conditioning variables. A number of
tion; the number of applications carried out has a dramatic Bisplay methods employed in the visual design of Trellis display
hour trend and getting much beyond about 15 min runs the riskable it to uncover the structure of data even when the structure
of interference from this trend. In both cases, we want the meiamguite complicated. All visualizations shown in Sections Il and
magnitude of statistical multiplexing — the mean number of adl! used trellis software implemented in the S language. For ex-
tive connections or the mean number of new connections penple, Figures 9, 10, and 11 are the pages of a 3-page trellis
second — to be constant over the block; the reason is the thaiigplay, each page with 45 panels.
changing mean changes the properties under study, so we ne&knding a display across many pages is necessary to study a
to keep the blocks short enough to capture properties for a fixegty large header database in detail. There can be hundreds or
mean. In our analyses, intervals with nearly the same fixed meéhousands of displays. Figures 1, 2, 4, 12, and 14 are single-
are repeat samples. The AlX and COS trace groups were opgnel or two-panel trellis displays with a single page. But in the
90 sec, less than ideal, but the longest available. To make saceual displays of our analyses, there are as many panels across
that this did not bias our results we analyzed 90 sec traces dtirpages as there are traces. So for the first three tools there are
BELL and NZIX, and found results were similar to those foR526 panels, the number of traces in the FSD study, and for the
5 min except there was greater statistical variability. This sulgst two there are 500, the number in the PackMime study. This
gested that 90 sec was not unreasonable for AIX and COS. means, of course, there are a very large number of pages. Our

Of course, characteristics can and do change over time scalesctice is to break the panels into separate displays by trace
greater than the block length. This can be investigated by studyeup, and produce a single display for each group. We find it
ing how the results of the block analyses change with time. convenient to store displays as a PostScript document and study



them using Ghostview. time block, for example, statistical multiplexing. The follow-
ing describes some of the important summary variables and the
V. OuUT-OF-BOX S-NET VARIABLES AND TOOLS purpose of each:

The examples in Sections Il and 11l have shown examples bf Percent of packets back-to-back with predecessor: measures
S-Net tools. Now we simply provide lists of two sets of outthe magnitude of the upstream queueing plus packets that origi-

of-box tools, one that applies to packet variables and one th&{€ back-to-back and stay that way _
applies to application connection variables. 2. maximum likelihood estimate of the Weibull shape and scale

parameter ot;: as this measure of the distributional shape in-
A. Packet Variables and Tools ::rfTajes, the upper tail of the distribution becomes less heavy-
aile
Suppose that for a given time block we have measuremesiscoefficient of variation op; or b;: measures the amount of
Of the f(-)"OW”'\g prlmary packet Va.nables _fOf tmh paCketZ Statistica' Vanabmty re'ative to the mean
arrival timesa;, sizesq; (whereg; is the size of the packet4_ entropy of the normalizen;/ﬁ, ¢, 1og p:, orlog b; with mean

transmitted during the; interval), a connection id defined byo and variance 1: measures dependence based on the power
source/destination IP addresses, source/destination ports, trum

the transport protocol (TCP,UDP). Furthermore, suppose that ogtimate of the variance ratio parameter in the FSD model of
from these primary packet variables we compute three deri

. . Pac 1put M8+, q;, logp;, or logb;, as 1 minus variance ratio measures
variables: inter-arrival times;, byte counts; in fixed-length

) i 2" the extent of long range dependence in the FSD model

intervals such as 10 ms, and packet copnia fixed-lengthin- ¢ 5 erage number of simultaneous active connections: mea-

tervals. We also derive the number of S|multaneou_s connectiQliSes amount of statistical multiplexing.

¢, at the start and end of each TCP/UDP connection, where the

start time and end time are defined as the time of the first a‘gd

last packet from the connection. '
We developed S-Net visualization functions to study the ar-Our study of application connection variables has been fo-

rival process of packet variables with focus on their margingésed on TCP connections, especially, HTTP connections. In

distribution and time correlation. These visualization functiortge following, we describe the HTTP connection variables and

fall into three main categories: time plots, quantile plots arigols we developed to study these variables.

spectrum plots. Let; be one of these packet variables. A time For thej-th HTTP connection that started in a given time

plot of z; simply graphs:; (or transformed:;) against time of block, we have measurements of the following variables:

the observations. This can be used to study time charactefis-arrival timea;, measured by the time of the client SYN

tics of z;. A quantile plot ofz; graphs ordered values of packet

(or transformed;;) against the quantiles of a reference distribi2. duration/; measured by the time from the client SYN to the

tion. Quantile plot can be used to study the marginal distriblast data packet from the server

tion of a variable and to examine if the marginal distribution i8. client file sizef; and server file sizé”;, measured by the

well approximated by the reference distribution. We chose thi#ferences in sequence numbers

reference distribution for each packet variable based on extan-client-side round trip time';, measured by the time from

sive empirical study. A spectrum plot ef graphs the raw log server SYN/ACK to client ACK in the three-way handshake

averaged periodogram values and smooth nonparametric pos/eserver-side round trip tim&;, measured by the time from

spectrum estimate of the time series zgfagainst frequency. client SYN to server SYN/ACK in the three-way handshake,

This can be used to study time dependence, in particular, losg-server delay) ;, measured by the time between the last client

range dependence. data packet and the first server data packet, and then subtract the
The following list describes the current set of S-Net visuatlient-side and server-side round trip time (defingto be 0 if

ization functions applicable to the packet variables and gives tthe result of this is less than 0)

purpose of each function: 7. the connection id defined by source/destination IP address

1. time plots oflog ¢}, ¢;, log p;, log b; andc. and port.

2. uniform quantile plot of;;, Weibull quantile plot oft;, nor- From the arrival timez;, we derive the connection inter-arrival

mal quantile plot ofog p; andlog b;, and normal quantile plot timet;.

Application Connection Variables and Tools

of ¢ We developed S-Net visualization tools to study these HTTP
3. spectrum plots for normalizegi/ﬁ, g;, log p; andlog b; with  connection variables, many of which are similar to that for
mean 0 and variance 1 packet variables. The following describes a set of S-Net visu-
4. logt; againstog ¢;: study relationship of; andg; to assess alization functions applicable to these connection variables.
how accuracy of; depends og; 1. time plots oflogt;, log!;, log f;, log F}, logr;, log R; and

5. quantile plot ofg;/¢;: study accuracy of;, and look for log D;

upstream bottleneck link speeds. 2. Weibull quantile plot oft;, normal quantile plot ofog;,

For the case of multiple time blocks, we developed S-NEfareto quantile plot of; and F;, Weibull quantile plot ofr;,
functions for computing block summary variables, with on&; andD;
measurement per block for each variable. We then stuBy spectrum plots of transformeg, I;, f;, Fj, r;, R;, andD;
changes of these summary variables with characteristics of tiéh a V (0, 1) marginal distribution



We also developed some specialized tools. For example, [8le http://cm.bell-labs.com/stat/InternetTraffic. Bell Labs Internet Traffic Re-
find that the time correlation in .Server file SI.2.e is mostly due 9 ﬁ?tg!’;zrln.beII-Iabs.com/stat/lnternetTraffic/S-Net. The S-Net System.
the fact that there are often multiple not-modified messages fr http://cm.bell-labs.com/stat/project/trellis. Trellis Display.
the server in response to a series of cache validation requ@stshttp://cm.bell-labs.com/stat/S. The S System.
from the client. So we developed discrete Weibull quantile pldtg)] http://pma.nlanr.net/PMA. Passive Measurement and Analysis Project at
to study the run length of cache validations with not-modifiggl] http:/wand.cs.waikato.ac.nziwandiwits/nzix/2. NZIX-Il Trace Data.
messages from the server and run length of actual file transfétg] http://www.ncni.org. The North Carolina Networking Initiative.

in addition to the connection variables discussed above, {il /R ROELor The R Poect i St compng, L
also derived variables to study the multiple request and response Journal of Computational and Graphical Statistic¥3):299—314, 1996.
exchanges within a persistent HTTP connection. For exam-
ple, the client and server file size of each request and response
exchange, the time gap between two request and response ex-
changes, and the server delay for each request and response ex-
change. Additional S-Net analysis and visualization tools are
developed for these variables.

Similar to the packet variable, for the case of multiple time
blocks, we developed S-Net functions for computing block sum-
mary variables. The following describes some of the important
summary variables.

1. maximum likelihood estimates of the Weibull shape and
scale parameters of connection inter-arrival variahle

2. entropy of the transformed, /;, f;, F;, r;, R; andD; with a
N(0,1) distribution: measures dependence based on the power
spectrum

3. average connection arrival rate: measures amount of statisti-
cal multiplexing of connection arrival

VI. HARDWARE, IMPLEMENTATIONS, AND DATABASES

S-Net lends itself readily to implementation on a hardware
environment consisting of a cluster of Unix PCs, each storing
flat-file objects and S objects on attached disk. The system can
be distributed over a high speed local area network; this effec-
tively reduces computational time in performing a specific anal-
ysis task. The disks of the individual hosts are shared through
the Network File System (NFS); this helps to reduce the burden
on individual disks when large amounts of data are accessed by
multiple processors from different disks on different hosts.

S-Net has so far been implemented on two Linux clusters over
fast networks, one at a Bell Labs Research location and one at
the NCNI Research facility as part of the Helios DARPA project.
The first implementation has an associated database of packet
header files from the BELL database: 3 years of monitoring on
the link between a Bell Labs Research network and the rest of
the Internet [6]. The database associated with the second im-
plementation is 42 hours of monitoring on the link between the
University of North Carolina, Chapel Hill, and the NCNI OC48
ring [12], which carries all traffic between UNC and the rest of
the Internet.

REFERENCES

[1] R. A.Becker, J. M. Chambers, and A. R. Wilk¥he New S Language
Chapman & Hall, London, 1988.

[2] J.Cao, W. S. Cleveland, D. Lin, and D. X. Sun. On the Nonstationarity of
Internet Traffic. InProc. ACM SIGMETRICS 200pages 102-112, 2001.

[3] J.Cao, W. S. Cleveland, D. Lin, and D. X. Sun. The Effect of Statistical
Multiplexing on the Long-Range Dependence of Internet Packet Traffic.
Technical report, Bell Labs, Murray Hill, NJ, 2002.

[4] J. Cao, W. S. Cleveland, and D. X. Sun. FSD: Open-Loop Modeling of
Internet Packet Traffic. Technical report, Bell Labs, Murray Hill, NJ, 2002.

[5] http://caida.org/tools. The CAIDA Tools Site.



